Differentially-private Sublinear-Time Clustering

DP Clustering Motivation

Cat Lovers Society wants to open some Cat Café centers close to its
members.
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K-median clustering. Input is set of member locations D, Output is cat
cafes ¢y, ¢y, ..., ¢, suchthat )., ., mind(x,c;)
l

DP Motivation. Alice is a closet cat lover. Her partner Eve is a cat hater.
Alice being a member of Cat Lovers Society is sensitive information.
DP Clustering
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Framework for Sublinear-time Clustering
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[MOP2001; CS2004] showed that for a small sample size.

Average cost of clustering on the sample S = Average cost of clustering on

the entire input set D

Framework for Sublinear-time DP Clustering
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Challenges.

(1) Need to sample without replacement to preserve DP.
(2) DP Clustering algorithms are («a, y)-approximate where y +# 0.

Sublinear-time DP Clustering Results

Assuming a DP («, y)-factor approx. k-median (or k-means)
algorithm that runs in time T(n) we can draw a sample S of
size s = poly(a, k, In n) and obtain a k-median (or k-means)
clustering C¢ in time T (s) such that with high probability
avg — cost(Cs) < a-avg — cost(cp) +y + €

Where cp is the optimum k-median (or k-means) clustering of
input set D.

Group Privacy
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(Naive bound) An (&, 0)-DP mechanism guarantees (g¢, 0)-group DP for
group of size g elements.

Stronger Group Privacy for Sampling Algorithms

An algorithm that runs an (<, 0)-DP mechanism on a subsample
(each item sampled w.p. <) is (T'¢, 07 ¢ ,)-group DP for groups of

size g.

where T € |0, glis a threshold, and
Or ¢ g:= Pr[(#samples from the group ) > T ].

or ¢ 4is often negligible even for T < g.
The guarantee of (T¢, 67¢ 4)-group DP is then much stronger
than the naive bound of (g&, 0)-group DP .
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